DA IR Guide

Chapter 13


Control Self Assessment (CSA)

1.  Purpose:  This document establishes Internal Review (IR) policy and implementing guidance for providing Control Self Assessment (CSA) services in support of Army commanders and their staffs.  Army IR offices will generally offer CSA as a consulting engagement to facilitate management’s control assessment of a business process, function, program or system. CSA brings key personnel of a business process together with an IR auditor who is a trained control expert/facilitator to jointly assess operating risk and develop corrective action plans.  CSA works best when the command and management culture supports a positive control environment. 

This document is to be used in concert with the following references:

(1)  Government Auditing Standards

(2)  GAO Standards for Internal Control in the Federal Government 

(3)  DOD Directive 7600.2, Auditing Within DOD

 
(4)  DOD Directive 7600.7-M, Internal Audit Manual

(5)  AR 11-7, Internal Review Program

(6)  AR 11-2, Management Control

(7)  IR Guide

2.  Introduction: Army resources (people, equipment, and funds) are often lost, stolen, wasted or abused when management controls are not in place, not effective or not implemented.


a.  Commanders and managers at all levels have a statutory and regulatory resource stewardship responsibility to establish and maintain effective management controls. Specifically, commanders and managers are responsible for – 

(1) Understanding and executing the Comptroller General's Standards for Internal Control in the Federal Government; 

(2) Establishing an effective control environment within their organizations; 

(3) Conducting periodic evaluations of their key management controls; 

(4) Preparing an annual assessment of the effectiveness of their management


      controls;


(5)  Identifying and promptly correcting material weaknesses.  


b.  The Army's management control process and CSA are tools commanders and managers need to use to help them meet these responsibilities.

3.  Statutory Requirements:  


a.  The Army stewardship requirements are set forth by the following laws:

(1) Accounting and Auditing Procedures Act of 1950.  This act established the

       framework for financial controls within the federal government.

(2)  Federal Managers' Financial Integrity Act (FMFIA) of 1982.  This Act

 modified the 1950 Act and established the framework for management

 controls within the Federal government.

(3)  Chief Financial Officers Act of 1990.  This Act states that agencies will

  improve their financial systems to provide agency leadership with timely

  and accurate information to make decisions. In FY 1998, the President

  directed that all Federal agencies would have an unqualified financial

  statement audit opinion by FY 2000.  



(4)  Government Performance and Results Act of 1993.  The Act requires

 Government agencies to develop performance standards and use them to 

 measure and account for progress.

 

(5)  Government Management Reform Act of 1994.  This Act expands scope of


 financial reporting requirements to all Executive Branch agencies.

(6)  Federal Financial Management Improvement of 1996.  This Act establishes






 


 new audit requirements to identity compliance with adopting

 implementation of federal accounting standards.

b.  In recent years, Congress has enacted legislation to bolster the public confidence in the Federal Government’s ability to be an effective steward of public resources.  For example,  there is a statutory linkage between the 1982 FMFIA and the 1990 CFO Act.  FMFIA mandates that each Executive Agency establish, implement, and monitor its system of management controls.  The CFO Act mandates that agencies will improve their systems for management controls.  Both statutes require a report evaluating annual control compliance: The Annual Statement of Assurance on Management Control is recognized under the FMFIA.  The Annual Financial Statement Report is required under the CFO Act.  Both reports address the effectiveness of in-place fiscal related controls.  The interrelationship of these two acts and their control aspects must be considered during the report preparation process.

4. What Management Control Is:  


a.  The Army has adopted the term “Management Control” to encompass all controls established within an organization regardless of the purpose of individual controls.  Therefore, readers should treat internal, financial, operating control as synonymous terms for management control. 

b.  Management control is a process that is directly effected by an entity’s leader, board of directors, management, and other personnel.  At its most fundamental level, management control provides reasonable assurance regarding the achievement of objectives in the following categories:  (a) reliability of financial reporting, (b) effectiveness and efficiency of operations, and (c) compliance with applicable laws and regulations.

c.  Once management establishes business process objectives, it must also establish controls that aid and encourage employees to follow and meet those established objectives.  Thus, a critical part of the success of the internal control process is the effective execution of the following five components:

(1) Control Environment sets the operating tone of an organization, which   influences the control consciousness of its employees.  The control environment is the foundation for all other components of management control because it provides discipline and structure.

(2) Risk Assessment is the process by which an entity conducts reviews to identify and assess any relevant risks to achieving its objectives.  Once this is done, management determines how the risks should be addressed.

(3) Control Activities are the policies and procedures put in place to ensure that the command’s business process objectives and directives are carried out.

(4) Information and Communication are two key elements that aid management in carrying out its control responsibilities.  A timely and effective process for relaying control related information up and down the organization must be in place.

(5) Monitoring is a process that an entity uses to assess the effectiveness of its management control performance over time.

5.  Relationship between the Army's management controls process and CSA: CSA has emerged as a new internal control tool through which management control effectiveness is examined and assessed.  It aids in meeting the requirements of the Army's management control process (e.g. developing management control plans, conducting management control evaluations, or identifying material weaknesses).  It provides new insights into the process that can significantly enhance controls and effective mission accomplishment.

6.  Definition:  CSA is a methodology that focuses on assessing the organization’s risks using the people responsible for a business area, task, or objective. CSA methodology can be used in a control framework to assess in a group manner the risks associated with achieving key organization, program and/or activity goals and objectives and the controls needed to mitigate those risks. CSA provides value by partnering with operating employees to design or strengthen the control processes.

7.  CSA Methods:  The approaches and formats of CSA vary between organizations.  The primary factors influencing this depend on the command’s control environment and the desired scope of the assessment.  A definition for each of the various formats and approaches conducive to CSA is provided below.  (NOTE:  Most CSA practitioners adopt a “hybrid” approach, combining two or more approaches and formats). 


a.  Approaches:

(1)  Risk-based.  Identifies risks to achieving management objectives and examines the major control activities of a business process to ensure they are sufficient to manage key organization risks.  Significant residual risks are identified for corrective action and compliance is assessed.

(2)  Objective-based.  Identifies the best way to accomplish stated business objectives by identifying in place controls that mitigate risks, and producing an analysis of whether the controls are effective.

(3)  Control-based.  Reviews in place controls within an organization and/or sub group.  The CSA specialist identifies the controls before the workshop begins and produces an analysis of how these controls are working in conjunction with management intentions.  

(4)  Process-based.   A business process is selected for in depth examination.  The CSA specialist works with commanders, managers, and staff to determine the stated objectives of the business process and prepares an analysis that evaluates, updates, or streamlines the in place controls.


b.  Formats:  

(1)  Facilitated Team Meetings: Information is gathered from work teams that include multi-disciplined persons from various operational levels within the organization.

(2)  Questionnaires.  A survey instrument is used that offers opportunities for simple yes/no or have/have not responses.  Designing a survey instrument takes considerable thought, training and knowledge.

(3)  Management-Produced Analysis.  A facilitated meeting or survey is not used. Instead, management produces a staff study of the business process.  A CSA specialist combines the results of the study with information gathered from sources such as other managers and key personnel. 

CSA is especially valuable when used to review high risk or problematic areas as well as new business processes. It can be useful in reengineering traditional functions.  When properly used, CSA focuses command/management on highly visible control issues or emerging business practices. 

8.  IR CSA Facilitator Attributes:



a.  The key to a successful CSA session is a trained facilitator/control expert.  A properly trained facilitator will generate a synergy created by the interaction of the auditor-facilitator and participants to add increased value to the organization.  Listed below are the key attributes and responsibilities of the CSA facilitator.  


b.  The IR auditor facilitating CSA sessions should be professionally proficient in the following:


(1)  Team Dynamics – Ensures participants work together effectively and efficiently and stated outcomes are achieved.  A good CSA facilitator will:

(a)  Set the tone

 
(b)  Set the ground rules

(c)  Manage expectations (participant and management)

(d)  Establish workshop boundaries

(e)  Stimulate discussion and help the group move forward

(f)  Clarify and consolidate comments

(g)  Diffuse or deflect conflict

(h)  Probe pertinent facts for details

(i)  Obtain group consensus and commitment

(j)  Brings closure to the CSA meeting

(2)  Process Intervention – Establishes a process that the meeting will follow to achieve its stated outcomes:


(a)  Ensure everyone understands the process to be used.

(b)  Ensure everyone follows the process.

(c)  Remain neutral on content, but champions the process

(3)  Logistical Concerns – Ensures an appropriate environment for the meeting:

(a) Comfortable facilities.

(b) Adequate notice to members.

(c)  Materials and supplies

(4)  Knowledge of the CSA process  - The facilitator must explain:

(a) What CSA is, and why it is being used in the organization.

(b) How CSA fits with other Army management initiatives.

(c) How the results of the workshop will be used.


(d)  How CSA is relevant to the participants’ everyday jobs by addressing


      “what’s in it for me.”

 (5)  CSA specific tools and approaches - They include: 

(a)  Training others on the control framework

(b)  Having a specific series of questions that can be used  to help insure      

completeness of results from objective to objective and workshop to            workshop

(c)  Keeping the group focused on the control framework or specific


questions that will ensure complete discussion of each area.

 
(d)  Providing the group with a definition and simple examples of internal 


       controls


(e)  Remaining neutral on the risk acceptance calls of the team – the team, not the 

       facilitator, assesses the controls in place

(6)  Preparations for the CSA workshop: - The facilitator must:

(a)  Have adequate task and content knowledge to ask targeted questions

(b)  Understand the terminology of the assessment area.

(c)  Provide the participants background information about any important   

      control issues from prior audits, pre-workshops planning, management,

      etc.

(d)  Work with managers to select workshop participants and finalize objectives.

9.  Army IR CSA Policy Relationships to Audit Standards.  As noted above, CSA will most commonly be employed in connection with a consulting engagement.  Its use, however, will add value to financial, performance, and quick response audits as well.  It is the type of audit service being performed that determines the applicable standards to be followed.  In all engagements where CSA is applied, establishing an understanding with command, professional proficiency and objectivity of the auditor/facilitator, scope of work and risk assessment are key considerations that must be addressed to cover CSA activities.

10.  Training Army IR Personnel on CSA:

a.  Internal auditors in the private sector have been using Control Self-Assessment (CSA) as a way to “partner” with operating managers to increase the effectiveness of their organization’s management controls.  Army Internal Review (IR) personnel must be made aware of, trained, and then be able to offer this “Consulting and Advisory” service to assist managers to implement the CSA process internally within their command or organization.

b.  The Institute of Internal Auditors (IIA), being one of the pioneers of the CSA process, is a key source of information and training on CSA.  The IIA offers conferences and seminars on CSA, and a number of other topics related to CSA.  The IIA has developed a CSA Certificate for qualified individuals that have successfully passed a CSA examination.  IR and the organization’s expert on management control must work together.  Partnering with commanders and managers can be a “value-added” benefit of implementing the CSA process. 

c.  The training of Army IR personnel will start at the Army IR 2000 Symposium.  All attendees will be given a 1-hour introduction on the CSA process during the general session.  This introduction will be followed by a CSA track for all interested IR auditors.  The track will consist of intensified training (see below) during the time other breakout sessions are being held.  Attendees will be required to attend the entire track and could use the course material to perform train-the-trainer activities within their office.

d.  Following the 2000 Symposium, there will be a train-the-trainer session.  In this session representatives from MACOM IR offices will be trained on CSA.  They in turn will conduct MACOM training sessions for representatives from subordinate command IR offices.

e.  Finally, the general CSA process should be added as a block of instruction at Joint USAAA/IR schools and regional or mobile training sessions.  It should also be incorporated in the consulting and advisory service and audit courses. 

f.  Army IR CSA training will provide participants with knowledge of and/or the ability to:

(1)  Explain what Army IR CSA is and what it is not.

(2) Realize the benefits of the CSA process as both a tool to perform IR

engagements and as another IR service available to IR’s customers and clients.

(3) Minimize any miscommunications or misunderstandings about the CSA

process within the organization.

(4)  Foster management buy-in of CSA capabilities.

(5)  Discuss the different types of management control frameworks.

(6)  “Partner” with managers to go beyond the traditional auditing process.

(7)  Understand IR and management’s role and participation.

(8)  Explain CSA interfaces with the Army’s Management Control Process

(MCP), Army Performance Improvement Criteria (APIC), Government 

Performance Results Act (GPRA), and other similar requirements. 

g.  The training should include the following blocks.

(1)  An Overview.  CSA is defined, it is explained why an organization should participate in CSA, and the roles various parties play in the process are discussed.

(2)  Presenting CSA to Commanders and Managers.  This instruction covers the following areas: dealing with management reluctance; raising the skill, awareness, and motivation for the assessment; minimizing risk through control; and, eliminating miscommunications misunderstandings.

(3)  The Army IR CSA Process.  Facilitation training is provided, frequency of use is discussed, the most effective control models and CSA formats are covered, and Army policy implications are addressed.

(4)  Reporting Results.  Rating systems and the importance of confidentiality are covered; the identification of weaknesses and the related corrective action plans is taught.

(5)  CSA Interfaces.  How CSA complements MCP, APIC, GPRA, etc. are discussed.
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